UHTepHeT
KoHTponb 00O «A-Pean KoHCAnTUHr»

Cepsep

WHH 7606047112, KMMN 760201001, OFPH 1037600807122 150044, r. Apocnasns, yn. MonywkuHa Powa, 16, cTp. 67a, 0. 3

CpaBHeHMe BO3MOXKHOCTEMN
mexKceteBoro skpaHa UKC ®CTIK

n UKC NGFW

B aTom fOKymeHTe npeacTaBneHo AeTasbHOe CpaBHEHMEe BO3MOXKHOCTEM ABYX MPOAYKTOB «UHTepHeT
KoHTponb CepBep»: merkceTeBoro skpaHa n NGFW. Oba pelueHuna paspaboTaHbl ANA 3alWUTbl CETH,
KOHTpONA TpadUKa, HACTPOMKN MapPLLIPYTMU3ALMU U YAANEHHbIX NOSKIOYEHWUA.

UKC ®CTIK — cepTndunLMpoBaHHbIN MmexkceTeBoM aKpaH (Ne 4832 ®CT3IK ot 02.08.2024) ans 3awmThl
KOPNOPATMBHbIX CETEN, COOTBETCTBYHOLWMIA TpeboBaHMAM perynaTopos. MoaxoauT gna rocyypexaeHumn
M KOMMNAHUM C }KECTKMMM CTaHZapTamMu 6e30nacHOCTW.

MKC NGFW — rubpugHoe pelweHue, obbeauHalollee mexceTeBoM 3KpaH M SWG c moaynem |P-
TenedoHUN 1 NoYTOBbIM cepBepoM. MNoaxoauT ana bBusHeca, KOTOPOMY HYXKHO «BCE-B-OAHOMY.

BO3MOXHOCTHU

UKC
®CTIK

NKC
NGFW

CootBeTtcTBMe TpeboBaHUAM PErynaTopos

UmnopTtosamelyeHune

NUmeeT 3anmncb Ne 322 ot 08.04.2016 r. B EguHOM peecTtpe
POCCUMCKMX NPOrPaMM AN1A SNEKTPOHHbIX BblIYUCAUTENbHbIX
MaLKnH 1 6a3 JaHHbIX.

<+

MimeeT rocyaapcTBEHHbIN peecTp cepTUhULMPOBAHHbIX CPeacTB
3aLLMTbl UHPOPMALMK.

Ceptudukar Ne 4832 ®CTIK ot 02.08.2024r.

CooTBeTcTBYET TPEb60BAHUAM LOKYMEHTOB:

TpeboBaHua gosepus (No 4 ypoBHI0),

Mpodunnb 3awmTbl M3 TMNA «A» YETBEPTOro Knacca
3awmTsl (UT.M3.A4.1M3),

Mpodunb 3awmTbl M3 TN «b» YeTBEPTOro Knacca 3awuThbl
(MUT.M3.B64.M3),

Mpodunb 3awmtbl COB ypoBHA ceTU YETBEPTOrO KAacca
3awmTbl (MT.COB.C4.M3),

3agaHue no 6e3onacHoOCTW.
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UHTepHeT
KoHTponb 00O «A-Pean KoHCAnTUHr»

CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnaens, yn. MonywkuHa Powa, 16, ctp. 670, od. 3
UKC UKC
BO3MOXHOCTU
OCTIK NGFW

UHTterpauusa s UC

Ha ¢u3smuecKkoi rpaHmue cetn

MerKceTeBOM 3KpaH TMNa «A» NpUMeHAeTCA Ha GU3NYECKon
rpaHuue (nepumeTpe) UHPOPMALMOHHOM CUCTEMbBI UNU MEXKAY + +
bU3NYECKMMM FPAHULLAMM CEFMEHTOB MHPOPMALMOHHOM CUCTEMDI
N MMeeT TO/IbKO NPOrPaMMHO-TEXHUYECKOE NUCMOIHEHME.

Ha noruueckoii rpaHuue cetmn

MesKceTeBOM 3KpaH TUNa «b» NPUMEHAEeTCca Ha I0rnYecKkom
rpaHuue (nepumetpe) MHGOPMALMOHHON CUCTEMBI NN MEXKAY + +
NIOFNYECKMMM TPAHNLAMM CETrMEHTOB MHPOPMALMOHHOMN CUCTEMDBI
N MOKET MMEeTb NPOrPaMMHOE UM NPOrPAMMHO-TEXHUYECKOE
NCMNONHEHME.

3awmTa ot HeCaHKUUMOHUPOBAHHOIO A0CTYyMNa, OT BHEWHUX U BHYTPEHHUX YIrpo3

MexceTeBOi 3KpaH

MerKceTeBOM 3KpaH 3alMLAET CeTb OPraHM3aLmMm OT BHELHMX
Yrpo3 M KOHTPOAUPYET AOCTYN NO/b30BaTeNel 3a Npeaesbl CeTU.

Bo3morKHOCTM:
o 3awmuaeT ceTb OPraHM3aLUnm OT Pa3NNYHbIX BHELLIHNX
yrpos;
o KOHTpoOnnpyeT ABUKeHMe TpaduKa Ha ypoBHe IP-aapecos 1 + +
nopToB;

e [lo3BonAeT HaCTPOMUTb 3anpelLuatoLne 1 paspeLlatoLmne
npasuna, ykasatb NPUOPUTETDI;

e OrpaHuYMBaEeT KOANYECTBO NoaKatoveHn K UKC;

e [logaeprKa NAT ¢ BO3MOXHOCTbIO ynpaBaeHUA
npasuaamm.

Cuctema npepoTBpalleHuA BTop>KeHuii IDS/IPS

BnokunpyeT NoNbITKM HECAHKLMOHUPOBAHHOIO A40CTyNa,
3KcnnomTbl, 60THETbI, DoS-aTaKku, BUPYCHYO aKTUBHOCTb B CETH,
spyware, TOR, aHoHMMal3epbl, TenemeTpuio Windows un _I_ _l_
CKOMMNpPOMeETUpPOBaHHbIe IP-aapeca. Bo3MOXHOCTb cO34aHMA
COBCTBEHHbIX NPaBuUA BAOKNPOBKKU N UCKAOYEHUI. BeaeHne
KYPHANMPOBAHUA MHLNAEHTOB MHOPMALMOHHON 6e30MacHOCTH.

JononHutensHbin moaynb Kaspersky Suricata Rules Feed -
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UHTepHeT
KoHTponb 00O «A-Pean KoHCAnTUHr»

CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnaens, yn. MonywkuHa Powa, 16, ctp. 670, od. 3
UKC UKC
BO3MOXHOCTU
OCTIK NGFW

HaZleXXHble 1 NpoBepeHHble nNpasuna ansa pewexuint IDS/IPS, ana
06HapyXeHUA HOBENLIMX M HAanbonee coBepPLLIEHHbIX Yrpo3 C
LeNbio 3aLLMUTbI NOJIb30BaTeNEN U KOMMNaHUN.

KoHTponb npunoxxkeHui

bnoKknpoBsKa ocylecteaseTca nogcmctemoit Application Firewall. I I
OTcnexunsaHune n 610KMPOBKA TpaduKa Nonb3oBaTeNEN Ha
OCHOBaHMW KaTeropuin bubamnotek nDPI.

KoHTponb npunoxeHui

OTcnexmBaHue U 610KMPOBKa TpadumKa Nosib3oBaTesiel Ha
OCHOBAHWW CETEBbIX COEANHEHMI NONb30BATENEN, KOTOPbIE +
aBTopu3ytoTca Ha MKC yepes cobcTBEHHYIO pa3paboTky — yTUAUTY
Xauth. AreHT XAUTH: Applmage ans Linux n msi gna Windows.

3awumTa Beb6-pecypcos

BnokumpoBKa ocywecteanetcs nogcucremoit Web Application
Firewall (WAF). OTchexkmBaHue 1 61okuposKka scero HTTP/HTTPS-
TpaduKa OT ycTaHOBAEHHbIX Be6-npunoxkeHnn Ha MKC nnm B +
NoKanbHoWM ceTu. MpeaoTBpalleHne aTak, KOTopble OCHOBaHbI Ha
HeaocCTaTKax 3aWmTbl Beb-npunoxkenuit (SQL-mHbekumn,
MEKCANTOBbLIN CKPUNTUHT (XSS).

MoTOKOBbIN aHTUBUPYC

MOTOKOBbLIN aHTUBMPYC OTBEYAET 32 MPOBEPKY NOYTOBbIX NUCEM, A
Takxe HTTP- n HTTPS-Tpaduka. B UKC BcTtpoeH aHTusmupyc ClamAvV
n Kaspersky Anti-Virus. Kaspersky Anti-Virus nposogut +
CUTHaTYPHbIN N 3BPUCTUYECKUI aHAIN3, CKAHUPYET MHOTOKPaTHO
3anaKoBaHHble apXMBbl U NOLAEPHKMBAET MHOTOMOTOKOBYHO
06paboTKy AaHHbIX.

3awwmTa cepBucos ot bpyTdopc-atak

F + +

a
i
3awuTa cepBucoB OT bpyTdopc-aTaK

F Cepsucol +
a OTCYTCTBYIOT

CoeauHeHue C BHEWHMMM peLIeHnAMM + +
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UHTepHeT
KoHTponb 000 «A-Pean KOHCAnTUHr»

CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnasns, yn. Monywkuxa Polwa, 16, cTp. 670, od. 3
UKC UKC
BO3MOXHOCTU
®CTIK NGFW

Bo3amoxHOCTb coeanHeHuA no npoTokoay ICAP co CTOpOHHUMU
DLP-cuctemamu, aHTUBMPYCAaMM U pPeLUEHUNAMM 417 KOHTEHTHOM
dunbTpaunn. CoegnHenme c SIEM no npotokony syslog.

KoHTponb goctyna

ABTOpUM3auua nonb3osatenei

AsTopu3sauma no IP- u MAC-agpecy. ABTOpM3aLmnA JOMEHHbIX
nonb3osartene no npotokonam Kerberos u NTLM. AsTopusaums + +
Captive Portal: yepes Beb6-6pay3ep no nN0rMHy U Naposto, Yepes
sms (B T.4. ans WI-FI). VPN-aBTOpM3aums.

ABTOpM3aLI,Mﬂ nonb3oBartenei I

AsTopusauma Captive Portal no 3BoHKy.

BO3MOMHOCTb CUHXPOHM3ALLMKN N aBTOPM3ALMM NONb30BaTENEN + +
yepes LDAP.
MNoaaep»kKa Active Directory, FreelPA (ALD Pro), Samba DC.

OTyeTbl

BcTpoeHHbI moayib popmMMpoBaHUA OTYETOB A8 PyKoBoaAUTeNeln
N CUCTEMHbIX aAMUHUCTPATOPOB A/1A OLLEHKUN CTENEHM + +
NCNONb30BaHMA COTPYAHMKAaMU UHTEPHET-pecypcoB. Moaynb
nossonseT GopmMmnpoBaTb CTaHAAPTHbIE OTYETbI U CO34aBaTb
cobCTBEHHbIE MO UHANBUAYA/IbHON HACTPOMKE.

3KcnopT oT4eToB B popmaTax csv, txt, xls, pdf. -I- +

YnpasneHue TpadpuKom

MapuwpyTtusauma tpaduka

MNoaaepKa BupTyanbHbix 802.1q VLAN-nnHtepdeicos, PPTP, L2TP,
PPPoE-nHTEpdENCOB.

MapLpyTM3aumns cTaTUYecKas u yCIoBHas. + -I-

BO3MOXHOCTb CO34aHMA MapLIPYTOB C YKa3aHUEM METPUKM.
YCI0BHble MapLpPyTbl NO3BONAIOT YKa3aTb afpec U NOPT UCTOYHUKA
W Ha3Ha4YeHuA, BbIbpaTb NPOTOKO/ M Hanpas/eHWe TpaduKa.
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KoHTponb 00O «A-Pean KoHCAnTUHr»

CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnaens, yn. MonywkuHa Powa, 16, ctp. 670, od. 3
UKC UKC
BO3MOXHOCTU
OCTIK NGFW
Mapu.lpymaau,vm Tpacbm(a
AnHamnuyeckana mapLpyTmM3auma ¢ nogaepkkom npotokonos OSPF +
n BGP.

MopgknioueHue K npoBaiigepam

MoaaeprKKa HECKO/IbKMX KaHaN0B NPOoBalnaepoB U HECKOMbKUX
BHELUHUX ceTen.

MepeHanpasneHne TpadurKa B pasHble noacetn. banaHcMposKa
TpaduKa MeXK Ly HECKONIbKMMU UHTEPHET-KaHAaMMU. + +

ABTOMaTUYeCcKan NPoBepKa CBA3M C NPOBaAEPOM U
nepekatoYeHne Ha aAbTePHaATMBHOIO NpPoBanaepa, B cayyae
HeobxoaumocTu. MoaKaUYeHNe K NpoBakaepy No NPOTOKoAaM
PPTP (VPN), L2TP u PPPOE, cTaTuyeckuit n aguHammyeckuu IP.
banaHCMpOBKa KaHa0B U ynpaBaeHue Nosiocoi NPonyckaHus

B MKC npeaycmoTtpeHa banaHcMpoBKa TpaduKa mexay
HECKONIbKMMMU UHTEPHET-KaHaNammu 1 ynpasiaeHne nosiocon + -I-
NpPOonycKaHusA. BO3MOXHOCTb NpUcBanBaTb 0o4HOMY BUAY Tpadumka
60onee BbICOKNIM NPUOPUTET HAL APYTUM.

KawwuposaHue Tpaduka n DNS-3anpocos

BcTpoeHHbI NpoKcu-cepsep KawmpyeT TpaduK NonynapHbIX
pecypcoB A4N1A YCKOPEHUA A0CTYNa K HUM. -|- -|-
DNS-cepsep Kawmnpyet DNS-3anpochkl, 4TO TaKKe no3soaseT
YCKOPUTb JOCTYN K pecypcam.

Ny6aukauua pecypcos Reverse Proxy

Bo3morkHOCTb Nyb6aMKaunm Beb6-pecypcos ¢ nomoLbio obpaTHoro + +
MPOKCH.

Ny6aukauua pecypcos SMTP relay

My6avKauma NoYTOBOro cepBepa C MOMOLLbIO MOYTOBOrO penes
MO3BO/IAET MCNO/Ib30BATb BCE BO3MOXKHOCTU PUAbTpaLmm +
noytosoro TpaduKa Ha NKC 1 3aMTUTb BHYTPEHHMNI NOYTOBbIM
cepBep OT aTaK U cnama.

Arperauusa KaHanos

Mo3BonseT 06beANHUTL HECKO/IbKO PU3MYECKUX KaHaN0B B OAUH
noruyeckuit B pexknumax: failover, lacp, loadbalance v broadcast. + +
Takoe o6beanHeHMe NO3BONAET YBE/INYMBATL NPOMNYCKHYIO
CNOCOBHOCTb M HaZIEXXHOCTb KaHana.
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UHTepHeT
KoHTponb 00O «A-Pean KoHCAnTUHr»

CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnaens, yn. MonywkuHa Powa, 16, ctp. 670, od. 3
UKC UKC
BO3MOXHOCTU
OCTIK NGFW

Multicast-npokcu

Multicast-tpaduk (rpynnosas nepesaya NakeToB) UCNONb3YeETCA
ANA nepefaym NOTOKOBOrO BUAEO, KOraa He0bXoANMMO AOCTaBUTb
BUAEO0-KOHTEHT HEOrPAHUYEHHOMY YMUCNY aDOHEHTOB, HE +
neperpyras cetb.

3710 Hambonee YacTo MCNONb3YyEMbIN TUN Nepeaayn AaHHbIX B IPTV-
CeTAX, KOr4a O4HY U Ty }Ke Nporpammy cMoTpAT 6onbLioe Yncno
aboHeHTOB.

DHCP-cepBep

OTBeyvaeT 3a aBTOMaTUYECKOEe Ha3HadyeHue IP-agpecos + I
YCTPOMCTBAM B JIOKA/NIbHbIX CETAX, B TOM YMC/€e NPU UCMOIb30BAHUM
DHCP Relay areHTos.

YpaneHHble NOAKAIOYEeHUA

YaaneHHble oducel u punmansi/nogknioueHue VPN tuna site-to-
site

MNoapepxmBaroTca npoTokonbl: IPSec, OpenVPN, WireGuard, GRE,
G

N

Mo6unbHble coTpyaHuku/noakniouenmne VPN tuna client-to-site*

MoaneprkmBatoTca npoTtokonsl: L2TP/IPSec, PPTP, PPPOE,

* Ona MKC ®CTIK gucTaHUMOHHOE agMUHUCTPUpPOBaHUe M3aenmna fL0MKHO BbINOMHATLCA Yepes
BblAeNIeHHbIN ceTeBol MHTepdeiic ¢ BblgeNeHHOro paboyero mecta agMUMHUCTPAToOpa B Npegenax
KOHTPOIMPYEMOW 30HbI IKCNYaTUPYIOLLEM OpraHM3aLmK.

Hactpoiika mHorogakropHoi ayteHTuduKauum gaa VPN

[ByxdaKkTopHasa ayTeHTUPMKaLMM nonb3oBaTenel yepes Telegram. + _I_
MoaneprkmBatoTca npoTtokonsl: L2TP/IPSec, PPTP, PPPOE,

[OsyxdakTopHaa ayreHTUdUKauma yepes TOTP ana Bxoga B Be6- +
uHTepdenc

KoHTeHTHaa ¢punbrpayma

PacwupeHHbIit KOHTeHT-punbTp UKC

KoHTeHT-ounbTp MKC — 31O cobCcTBEHHAA pa3paboTka KOMMNAHUK I I
«A-Pean KoHcanTuHr», oTBeYaeT 3a 6/10KMPOBKY HEXKeNaTeIbHOM
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UHTepHeT
KoHTponb 00O «A-Pean KoHCAnTUHr»

CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnaens, yn. MonywkuHa Powa, 16, ctp. 670, od. 3
UKC UKC
BO3MOXHOCTU
OCTIK NGFW

MHbOpPMaLMM NO c10BaM U BbipaxeHnam. O6HOBAEHWE CMUCKOB
MuHIOCTa M MaKkcMmanbHo bbicTpoe pearMpoBaHue Ha
BO3HMKatloLMe yrposbl.

BnaokupoBKa ¢aiinos

Co3paHue KaTeropuii Tpadumka c BO3IMOXKHOCTbIHO 6I0KMPOBKM NO I I
agpecam, Knoyesbim cnosam, MIME-Tuny namn paclumperuo
danna.

DekoguposaHue u nposepKa HTTPS-Ttpaduka

nmb6o dunbTpauma 6e3 nogmeHbl cepTudmKaTta ¢ nomoubto SNI u + +
aHaNM3a AaHHbIX cepTudmMKaTa.

Be6-¢punbtp Garnet

CosmecTHoe ucnonbsosaHune MKC ¢ moaynem Kateropmsaumu
TpadmKa o03HaYaeT NnpumeHeHne 3pPeKTUBHbIX METOA0B
6/10KMPOBKM HEXKeNaTeIbHOro KOHTEHTA.

CobcTBeHHbIE KaTeropum Tpaduka Garnet No3BONSAIOT onpeaensitb
KaTeropuu caiiTa Ha OCHOBE aHa/In3a TEKCTOBOTO COAEPHKMMOTO +
npv NOMOLLM aArTOPUTMOB MaLUMHHOrO 0byyeHus. bnaroaaps
HenpepbiIBHOMY 0OYYEHUNIO HEMPOCETU N aHaANU3Y KaXKa0ro canTa,
Ha KOTOPbI MAET 3anpoc, NPOUCXOANUT perynspHoe obHoBeHME
KaTeropwui.

MouTtoBbi SMTP-cepBep

Bo3moKkHOCTU

e [loNHOUEHHbIN NOYTOBbLIN CEPBEP C BOSMOXKHOCTbIO
paboTbl B pon BXogALero nan ncxogawiero SMTP-
penes.

e PyHKUMA PunbTpaymm, YepHble 1 b6enblie CNUCKK
MoYTOBbIX aApecoB, noaaeprKka greylisting, cbopLumk
noYTbl, Nepegaya NnMcem no 3awmndpoBaHHOMY KaHany

e B03MOXHOCTb HAaCTPOWMKM NEPECHINKM NUCEM, B TOM
4ymcae NOYTOBbIX PACCHINOK.

e B03MOXHOCTb OrpaHMYEHNA pa3mepa NOYTOBOTO
AWMKa, NnpeaocTaBaeHne obuero goctyna, pyvyHoe u
aBTOMaTUYECKOe yaaneHne nucem no gare.

e CTaTUCTMKA NOYTbI C TPYNNMPOBKON 1 pUnbTPaLmMelt no
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CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnaens, yn. MonywkuHa Powa, 16, ctp. 670, od. 3
UKC UKC
BO3MOXHOCTU
OCTIK NGFW

WCTOYHWKY, OTNPABUTENIO, AATE U BPEMEHU
OTNpaB/IEHNS NUCbMa.

Moaaep)kKa NPOTOKONOB

Mpotokonbi: IMAP, POP3, SMTP.
LWWndposaHHblie npoToKonbl: POP3S, IMAPS. -I-
Bce npoTOKO/bI UCNONB3YHOTCA C MAaKCMMANbHO KPUNTOCTOMKMMU
anropuTMamm WNPpoBaHuA.

Beb-knueHr

B
AHTUCNam

BcTpoeHHble 6ecnnatHble aHTUCNAaM-moaynm SpamAssasin u
Rspamd, a Tak»Ke nnatHbin moaynb Kaspersky Anti-Spam.
AHTUCNAaM-MOAYNM 3aLMLLAIOT NOYTOBbIN CepBep OT NOAKAYEHUN -I-
60T10B, cnama n DoS-atak. Cnam-¢punbTp NPoBEpPAET COOTBETCTBUE
SPF-3anucu n KoppektHocTb DKIM-nognucu cepsepa.
MNoaaep:kKa Greylisting (cepble cnuckm).

Beb-untepdeiic

ObecneuynBaeTt 6e3onacHbIN AOCTYN NOMb30BATENEN K NOYTE U -|-
COAEPKUT 06LLYIO M NO/b30BATE/IbCKYHO aAPECHbIE KHUTU.

IP-tenedpoHun

MonHoueHHasa supTyanbHaa ATC

BkntoyaeT B ceba 3BOHKM, BUAeOKOHPepeHUMH, IVR-meH!Io,
BCTPOEHHbIN Beb-codpTdoH Xphone, HacTponKkm ovepeam n -I-
nepeagpecauunm 3BOHKOB, r0I0COBYHO NOYTY, 3aN1Cb PAa3roBOpPOB,
BbIrPY3Ky CTaTUCTUKM, daKc.

Beb-untepdeiic +
BcTpoeHHbiit Beb-codpTdoH Xphone gns coBeplieHmsa 3BOHKOB.

JABBER-cepBep

XMPP-npoToKon

Mepepnaya coobuieHMin N panaioB B PEKUME pPeanbHOro BPEMEHN. _I_
Poctep ana otobparkeHns yyeTHbIX 3anuceid. Hactpoiika
KOPMNOpaTMBHOIO YaTa, KOMHaTbl 411 jabber-koHpepeHuUniA.
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KoHTponb 00O «A-Pean KoHCAnTUHr»

CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnaens, yn. MonywkuHa Powa, 16, ctp. 670, od. 3
UKC UKC
BO3MOXHOCTU
OCTIK NGFW

ABTOpU3auma nonb3osaTtesnen Ha Jabber-cepeepe no noruHy n
naponto MKC nnun yepes LDAP. SSL-cepTuduKart ana cosgaHums
3alMLULEHHOIO COEANHEHUA KKIUEHT-CEPBEPY.

daiinosbiii cepsep

CeteBoii ¢aiinoBbii cepsep

Mo3BonseT pasmewaTtb Ha cepsepe Gparnibl U NPefoCTaBAATb K HUM
[ocTyn no cetu. MNogaepKMBaeT aHOHMMHbI BXOZ, U aBTOPU3aLLUIO + +
No NOTMHY U Napoato. BO3MOXKHOCTb pasrpaHUYmMBaTh Npasuia

poctyna. MogKknoueHue K pannosomy xpaHmauuy vyepes WebDAYV,

CeteBoii ¢aiinoBbii cepsep

MogKkntoueHue K pannoBomy xpaHuauy vyepes FTP. +

YnpasneHne U MOHUTOPUHT

KoHconbHbIii MHTepdeic

Ncnonb3yeTtca AnAa nepBoHaYaibHOM HAaCTPOMKN ANA BXOAA B
cuctemy. MpepoctaBnexHne yaaneHHoro goctyna (root-gocryn no + -I-
3anpocy) ANnA NoAKAYEHUA K cepBepy No SSH 1 BbiNnosHeHWEe
KOHCOJ/IbHbIX KOMaHA,

Beb6-untepdeiic

EAVHBIN MHTYUTUBHO NOHATHLIN UHTepdelic. Yepes Hero + +
OCYLLEeCTBNAETCA NOMHOE ynpaB/ieHne U KOHOUTIypUpoBaHMe.

OTKasoycTonumnBan KoOHPUrypauusa

Knactep oTkasoyctonumBocTtu (paboTtaeT B pexmme
active/standby). Bo3amoHoOCTb Aenatb CHUMKK $aitoBoM
cuctembl. PyyHoe 1 aBTOMaTUYeCcKoe pe3epBHOEe KoNMpoBaHue
HacTpoeK cuctembl, GaiNoB CTAaTUCTUKK, 6a3 AaHHbIX BEO- + +
pecypcoB 1 cogepknumoro dainosoro cepsepa. OTnpasKa
pe3epBHbIX Konui no FTP 1 Ha ¢aeLww HakonuTenn.

OTKasoycTonumBan KOHPUrypauusa

Cepsucebl
PyyHoe 1 aBTOMaTM4YeCKoe pe3epBHOE KONUPOBAHME NMOYTbI U oTeyTCTBYIOT +
3anucen 3BOHKOB.
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UHTepHeT
KoHTponb 000 «A-Pean KOHCAnTUHr»

CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnasns, yn. Monywkuxa Polwa, 16, cTp. 670, od. 3
UKC UKC
BO3MOXHOCTU
®CTIK NGFW

Tenerpamm-60T1

Telegram-60T — 3TO cepPBUC, KOTOPbLIN AAET BOSMOXKHOCTb I
ynpaenatb UKC yaganeHHO npu nomoLuy KOMaHA 1 NoayyaTtb
yBeAoM/IeHMA 0 paboTe cuctemMsl.

Zabbix-areHT

Mo3BonseT cobnpaTb C YyCTPOMCTBA TaKME AaHHble, KaK
ncnonb3oBaHne CPU, namATn ANCKa U ceTeBbIX NHTEPENCOB.

BapuaHTbl NOCTaBKMU

MporpammHo-annapaTHblii KOMMNJIEKC

MpumeHaeTca Ha dusnYeckom rpaHmue (nepumerpe)
MHOOPMALMOHHON CUCTEMBI AU MeXAY U3NYECKMMU
rPaHMLAMN CETMEHTOB MHPOPMALMOHHOM CUCTEMDI

Tun «A»

MporpammHbiii
BO3MOXHO YCTaHOBUTbL Ha COBCTBEHHYIO annapaTHyto naaTthopmy.
Takke MKC nogaepKmBaeT YCTaHOBKY Ha caeaytowme CUCTEMbI
BUPTYa/IN3aLMM:

e VMware Workstation n VMware ESXi

e Astra Linux cuctema smpTtyanmsaumm "bpect”

Tun «b»

B0O3MOXHO BOCNO/b30BaTbCA 06pa3omM BUPTYaNbHOW MawwuHbI (virtual

XapaKkrtepuctuka annapatHou nnatgopmbl MKC

MoapobHoe onucaHue ¢ poTorpadmamm moaenei npeactaBaeHbl Ha Halem cainTe:

Mpoueccop: 4 Aapa, 4 noToKa, yactota 1.91 My,
MUKC RF50 OnepaTtuBHasa namaTtb: go 8 'b DDR3L
0o 50 nonb3oBaTenen WeécTtkunin anck: SSD M.2 no 256 b
B Peectpe MuHnpomtopra CeTeBble uHTepdemcsl: 3 x RJ-45, 2,5 F6ut/c
Poccumn Bnok nutaHuma: 25W
CeptudnumposaH ®CTIK Pasmep (MxLIxB): 137 x 130,4 x 31,5 mm
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UHTepHeT
KoHTponb 000 «A-Pean KOHCAnTUHr»
CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnasns, yn. Monywkuxa Polwa, 16, cTp. 670, od. 3

MponyckHas cnocobHOCTb:

MeskceTeBol akpaH: 0,9 I'b/c

MHcnekTnposaHue SSL: 0,2 IB/c

IPS: 0.2 TB/c

MesKceTeBOM 3KpaH, MHcNeKkTupoBaHue SSL, IPS: 0.2 TB/c

MaKcMMmanbHOe KOIMYecTBO OAHOBPEMEHHbIX coegmHeHnin (CC):
no 400 000
MaKcMMmanbHOe KoNMYecTBO HOBbIX ceccuii B cekyHay (CPS): 2 500

Mpoueccop: 2 aapa, 4 noToka, Yactota 2.1 My, (ao 4.2 Mu)
OnepaTtueHaa namaTtb: 16 6 DDR4

HécTkmin guck: SSD 256 I'b

CeTeBble uHTepdeichl: 8 x RJ-45, 2.5 Fbut/c

bnok nutaHma: 36W

Pasmep (MxLWxB): 440 x 127 x 44 mm

MponyckHas cnocobHOCTb:

MeskceTeBol akpaH: 1,3 Ib/c

MHcnekTnposaHue SSL: 0,3 IB/c

IPS: 0,3 B/c

MesKceTeBOM 3KpaH, MHcneKTupoBaHue SSL, IPS: 0,3 B/c

MKC S100
no 100 nonb3oBaTenem

MaKcMMmanbHOe KOIMYeCcTBO OAHOBPEMEHHbIX coegmnHeHnin (CC):
£0 800 000
MaKcMmanbHOe KoIMYecTBO HOBbIX ceccuit B cekyHay (CPS): 10 000

Mpoueccop: 4 agpa, 8 noToko., Yactota 3.3 My,
OnepaTtusHaa namaATtb: 16 6 DDR4

écTkuim gmck: SSD 480 I'b

CeTeBble uHTepdeiickl: 7 x RJ-45, 1 Tbut/c

UKC R300 MponyckHaa cnoco6HOCTb:

o 300 nonb3oBaTeneii MeskceTeBoM aKkpaH: 5,2 Ib/c

B Peectpe MuHnpomTopra WMHcnektnposaHume SSL: 1,9 TB/c
Poccumn IPS: 1,9TB/c

MesKceTeBOM 3KpaH, MHcneKkTupoBaHue SSL, IPS: 1,1 IB/c

MaKcMMmanbHOEe KOIMYeCTBO OAHOBPEMEHHbIX coeguHeHuin (CC):
[0 1500 000
MaKcMmanbHOEe KOIMYeCcTBO HOBbIX ceccuii B cekyHay (CPS): 25 000

MUKC RF700 Mpoueccop: 6 agep, 12 notokos, 4actoTa 3.0 Iy,
A0 500 nonb3oBatenen OnepaTtneHaa namaATtb: 2 x 16 '6 DDR4

B Peectpe MuHnpomtopra ecTkmin guck: SSD 48016, 2 x HDD 1 TB
Poccun CeTeBble uHTepdelichl: 7 x RJ-45, 1 Féut/c
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UHTepHeT
KoHTponb 000 «A-Pean KOHCAnTUHr»
CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnasns, yn. Monywkuxa Polwa, 16, cTp. 670, od. 3

CeptudunumposaH OCTIK
MponyckHas cnocobHOCTb:

MeskceTeBol akpaH: 10,5 I6/cek

MHcnekTnposaHwue SSL: 2,3 I6/cek

3,1T6/cek

MesKceTeBOM 3KpaH, MHCNeKTupoBaHue SSL, IPS: 2,1 6/cek

MaKcMMmanbHOe KOIMYecTBO OAHOBPEMEHHbIX coegmHeHnin (CC):
40 3 000000

MaKcMmanbHOe KoIMYecTBO HOBbIX ceccuit B cekyHay (CPS): 60 000
Mpoueccop: 12 apep, 24 NOTOKa, YactoTa 2.1 Iy,

OnepatusHaa namaATtb: 32 b DDR4 ECC

éctknin guck: SSD 480 I'b, HDD 2 Tb

CeTeBble UHTepdeiichl: 6 x RJ-45, 1 Tbut/c

MKC RF1000
[lo 1000 nonb3osaTeneil MponyckHaa cnocobHoCTb:
B Peectpe MuHnpomTtopra MeskceTeBol aKkpaH: 13 B/c
Poccum WHcnektnposaHue SSL: 6,3 Tb/c
CeptuduumposaH PCTIK IPS: 3,7 TB/c
MeskceTeBOM 3KpaH, MHcneKTupoBaHue SSL, IPS: 2,4 B/c
MaKcMmanbHOe KONIMYecTBO OAHOBPEMEHHbIX coeguHeHnin (CC):
280 3 500 000
MaKcrMmanbHOe KoIM4ecTBO HOBbIX ceccuit B cekyHay (CPS): 75 000
’Kn3HeHHbIN LMKN NnporpammHoro obecneueHus
MpaBo Mcnonb3oBaHMA NporpammHoro obecneveHusa «MHTepHeT KoHTpob
CepBep» (MLEH3MA) NpMobpeTaeTca y aBTOPM30BaHHbIX MAPTHEPOB
MpuobpeTteHue u npasoobnasatens. B nepsblii rog MCNONb30BAHUA ULEH3UM
nocTaBKa 6e3B803Me34HO NpesoCcTaBAAeTcs focTyn K obHoBaeHUam MO u

TexHuuyeckon nogaepke. MNoctaska MKC NGFW — aneKkTpoHHas, MKC
®CT3K — Ha CD-gucke.

Cpok aeiicteus

NInueHsuna gemncreyet 6eccpoyHo.
NINLEH3UN 4 A Y P

Moaynb «TexnogaepxKa» npnobpeTaeTca y aBTOPMU30BaAHHbIX NAPTHEPOB
O6HoBNEHMA M MOAYNb | NpaBoobaagaTens co BTOPOro roga UCNoNb30BaHUSA NNLEH3UN.

«Texnogaeprkka»
AAEP B moaynb «Texnoanep:Ka» BKAKOYEHbI: 06HOBNEHUSA; BAa30Bble CNUCKU
CNOB, CAaTOB KOHTEHT-GMIbTPA U X OOHOBNIEHUS; TEXHUYECKan
noaAeprKKa.
Mpoanerune Cpok geicteua moayna «Texnogaepka» (MTM) - 1 rog.
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UHTepHeT
KoHTponb 000 «A-Pean KOHCAnTUHr»
CepBep VHH 7606047112, KM 760201001, OFPH 1037600807122 150044, r. ipocnasns, yn. Monywkuxa Polwa, 16, cTp. 670, od. 3

CToMmocTb Moayna «TexnoaaepiKKka» paccynTbiBaeTca No npacy,
AeNCTBYIOWEMY Ha MOMEHT NPOAJIEHUA, U COCTABAAET:

o Ana UKC ®CTIK n MKC NGFW: 45% OT LieHbl NLLEH3UN - NTPU
npuobpeteHnn MTI 40 OKOHYaHWUA NpeablayLe NOANUCKN U B
TeyeHMn 3 mecAaueB C MOMEHTa €€ OKOHYaAHMUA.

o ina UKC ®CTIK n MKC NGFW: 60% OT LLeHbl INLLEH3UM - NPU
npuobpeteHnn MTI B TeyeHme 1 roga C MOMEHTA OKOHYAHUA
npeablayLien nognmcku.

o ina UKC ®CTIK n MKC NGFW: 80% OT LLeHbl INLLEH3UN - €CNN
npogneHne MTII ocylecTBaAeTCA NO3XKe, Yem yepes 12 mecAues C
MOMEHTA OKOHYaHMA NpeapblayLeit NoanncKu.

Cny»xba TeXHUYECKOM Noaaep KM BKIOYaeT B cebs Nnomolb
NoNb30BaTeNAM B HAaCTPOWMKE, IKCNAyaTaumMm CUCTEMBI, YCTPaHEHUN

TexHUYeCKas HeucnpasHocTel. MoaaepiKKa OCyLLEeCTBAAETCA Ha OCHOBaHUK
NOAAEPHKKa YyTBEPXKAEHHOIO pernameHTa.

Moaaep»Ka AOCTYMHa B TUKETHOM cucteme obpatlleHuit, no tenedoHy, B
OHNanH-yaTe ¢ 7 o 19 yacos no MOCKOBCKOMY BpeMeHW B ByaHWE AHU U C
9 no 17 yacos no cy66oTam.

Ona camoctoaTenbHon HacTpolikm MKC goctynHbl basa 3HaHuiA,

OKYMeHTauusa N
floky 4 ObyyatoLnii BUALOKYpPC.

OueHute Bo3amorxkHoctu UKC

BecnnaTHbI TecToBbIA nepuopd, 14 aHel — oueHUTe Bce BO3MOXKHOCTM MKC. Ha atane TectTMpoBaHUA
AevicteyeT becnnaTHas Texnoaaepkka. CkayaTb 06pas Bbl MOMKETe C Hallero canTa.

[Oemosepcua oHNaH — n3yunte nHtepderc npamo cerryac 6e3 yctTaHOBKM Ha canTe.
CeaAXXutecb ¢ Hamu
Moura: hello@a-real.ru
TenedoH: +7 800 555-92-97

Mbl B couManbHbIX ceTaxX:

0000
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